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Audit Committee in December 2014.
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Corporate Risk Management Policy

1.0 Policy Statement

1.1 Buckinghamshire and Milton Keynes Fire Authority (the ‘Authority’)
recognises that risk management is a vital activity that underpins and
forms part of our vision, values and strategic objectives, including those of
operating effectively and efficiently as well as providing confidence to our
community. Risk is present in everything we do and it is therefore our
policy to identify, assess and manage key areas of risk on a pro-active
basis. We seek to embed risk management into the culture of the
Authority and Buckinghamshire Fire and Rescue Service (the ‘Service’)
and the behaviour of all people involved in the management, operation
and development of the Authority and Service. Risk management needs to
be embedded throughout all processes, projects and strategic decisions,
including procurement and contracting which will ensure that the
management of partnerships and third party relationships are included
within the scope of our risk management policy.

1.2 The aim for our risk management framework is that it will be fit for
purpose, reflect our size and the nature of our various operations and
make optimal use of our skills and capabilities.

1.3 In order for risk management to be effective and become an enabling
tool, we must ensure we have a robust, consistent, communicated and
formalised process across the Service. In order to obtain a clear picture of
which risks will threaten the ability of the Authority to achieve its
objectives it is important the level of risk which the Authority considers
acceptable for the organisation to be exposed to, its ‘risk appetite’, is
defined.

1.4  This risk management policy and supporting documentation form an
integrated framework that supports the Authority and Service in the
effective management of risk. In implementing our management of risk
system we seek to provide assurance to all our stakeholders that the
identification and management of risk plays a key role in the delivery of
our strategy and related objectives. We will involve, empower and give
ownership to all of our staff in the identification and management of risk.
Management of risk activity will be regularly supported through discussion
and appropriate action by the senior management. This will include a
thorough review and confirmation of the significant risks, evaluating their
mitigation strategies and establishing supporting actions to be taken to
reduce them to an acceptable level. Managing risks will be an integral part
of both strategic and operational planning and the day-to-day running,
monitoring, development and maintaining of the Authority and Service.
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2.0 Risk Management Definitions

2.1 The Authority recognises and has adopted the Office of Government
Commerce (OGC) definitions of ‘risk’ and ‘risk management’ published in
“"Management of Risk: Guidance for Practitioners (2011)":

Definition of Risk Definition of Risk Management
An uncertain event or set of Systematic application of

events that will have an effect principles, approach and process to
on the achievement of the tasks of identifying and
objectives. A risk is measured assessing risks, and then planning
by a combination of the and implementing risk responses.

probability of a perceived
threat or opportunity occurring
and the magnitude of its
impact.

3.0 Risk Appetite

3.1 Risk appetite is the amount of risk that the Authority is willing to tolerate
relative to the size, nature and degree of certainty associated with the
pursuit of any related opportunities. Managing risk effectively does not
mean that the Authority is risk averse but rather that it is aware of the
risks associated with any decisions that it takes and is willing and able to
accept the consequences for the Authority and Service in the event of any
risk crystallising.

As a general principle risks attracting a combined score of 15 or more on
the Probability and Impact Grid (shown at Appendix B) will be considered
intolerable by the Authority and prioritised for treatment in order to
eliminate or reduce the risk to acceptable levels. However, the Authority,
at its discretion, may elect to tolerate risks at this level or deem lower
levels of risk to be intolerable on a case by case basis.
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4.0 Governance Structures

4.1 Governance of Corporate Risks, and the policies and processes by which
they are managed, is carried out via the Authority Committee and Service
Management Meeting Structures:

COMBINED FIRE AUTHORITY

OVERVIEW & AUDIT COMMITTEE EXECUTIVE COMMITTEE

Monitors and Reviews Corporate Risks Approves Corporate Risk Management Policy

STRATEGIC MANAGEMENT BOARD
Reviews. moderates & owns risks designated as ‘Corporate’
. _________________________________________________________4

PERFORMANCE MANAGEMENT BOARD

Reviews & evaluates risks escalated from Directorates

DIRECTORATE / DEPARTMENT MEETINGS

Reviews & updates Risk Registers / escalation to PMB
. 4

4.2  Monitoring and management of corporate risks is carried out at a level
commensurate with the nature and magnitude of the risk.

4.3 Risk management is embedded in the Service’s core operational, support
and change management processes. Risks with the potential to become
Corporate Risks are captured and evaluated in Risk Registers maintained
by all significant business units within the Service (typically at Directorate
level). These risks are regularly reviewed in Directorate Management
Meetings and may be escalated to the Performance Management Board
(PMB) at the discretion of the relevant Director / Head of Service if they
meet the escalation criteria set out at pages 9-10 of this document.

Version: 2.0 Status of document: Approved O & A 2/15
Author: Corporate Planning Manager PIA:
Issue Date: 29 September 2015 Review Date: January 2018



4.5

4.6

4.7

5.0

5.1

Information Asset Owner: Head of Service Development
Protective Marking: Not protectively marked
Page : 6 of 10

Corporate Risk Management Policy

PMB meets on a quarterly basis. It reviews the content of the Corporate
Risk Register and evaluates risks escalated from Directorate level and,
subject to that evaluation, may recommend them to the Strategic
Management Board (SMB) for inclusion in, or removal from, the Corporate
Risk Register.

SMB meets on a monthly basis. Each month it reviews the current set of
risks designated as ‘corporate’ to ensure that their status, evaluations and
controls remain valid. On a quarterly basis it also reviews
recommendations from the Performance Management Board for risks to
be included in, or removed from, the Corporate Risk Register. If new,
urgent, potential corporate risks are identified outside of the quarterly
review cycle these may be escalated directly to SMB by Directors or Heads
of Service via the Corporate Planning Manager. SMB is also responsible for
reviewing quarterly risk management reports to the Authority’s Overview
and Audit Committee (O & A).

O & A meets on quarterly basis. Its Terms of Reference require it:

1. To monitor the effective development and operation of risk
management and corporate governance within the Authority.

2. To consider reports dealing with the management of risk across the
organisation, identifying the key risks facing the Authority and
seeking assurance of appropriate management action.

The Authority’s Executive Committee meets six times a year. The
Financial Regulations, at Section C, state that the Executive Committee is
responsible for approving the Corporate Risk Management Policy after
considering recommendations from the Overview and Audit Committee.

Roles & Responsibilities

Authority Members

Hold the Chief Fire Officer / Chief Executive accountable for the effective
management of risk throughout the Service via the Overview and Audit

Committee.

Approve, via the Executive Committee, the Authority’s Corporate Risk
Management Policy.

Review, via the Overview and Audit Committee, the Corporate Risk
Register and associated reporting.
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Challenge Brigade Managers, Directors and Heads of Service to satisfy
themselves that risks have been correctly identified, evaluated and
addressed.

Raise any potential risks that they may identify to the Head of Service
Development, or other designated officer, via the Chairman of the
Overview and Audit Committee.

5.2 Chief Fire Officer / Chief Executive
Accountable for the effective management of risk throughout the Service
and ensuring that appropriate processes and systems are in place to
ensure this.
5.3 Directors and Heads of Service
Responsible and accountable for the identification, evaluation, recording
and effective management of all risks within their Directorate /
Department using approved Authority policies and procedures.
Responsible and accountable for ensuring that all risks meeting the
escalation criteria at pages 9 -10 are escalated to the Performance
Management Board or Strategic Management Board for scrutiny as
appropriate.
5.4 Corporate Planning Manager
Responsible for developing, maintaining, and implementing the Authority’s
Corporate Risk Management Policy.
Maintains the Corporate Risk Register and risk identification, recording,
evaluation and reporting processes for use across the Authority / Service.
6.0 Risk Management Processes and Methods
6.1 Identification of risks
Corporate risks can emerge from a variety of sources including:
e Authority / Service processes & systems
e People (staff, CFA members, partner organisations, contractors, the
public)
e Buildings & equipment
e Contracts
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e Partnerships arrangements & activities
e The policies, actions and activities of Central Government

e Other external Political, Economic, Social, Technological, Environmental
or Legal (PESTEL) factors

Service Managers will use structured methods to assist with the
identification of risks emanating from such sources including:

e The analysis of external risk registers and analyses such as the
National Risk Register and Thames Valley Local Resilience Forum
Community Risk Register.

e Application of the PESTEL framework and / or other horizon scanning
tools

e The outputs of self-assessments, formal audits (internal and external)
and Peer Reviews

Evaluation of Risks

All risks will be evaluated against the criteria shown at Appendix A to
determine their probability and the nature and scale of their potential
impact.

Risks will then be prioritised for treatment using the thresholds defined in
the ‘Probability and Impact’ Grid shown at Appendix B.

Recording & Reporting of Risks

Evaluated risks are recorded using a common format at both Directorate
and Corporate levels. This is shown at Appendix C.

Formal review and reporting of Corporate Risks is undertaken on a
quarterly basis to the Performance Management Board (PMB), Strategic
Management Board (SMB) and the Authority’s Overview and Audit
Committee as set out in Section 4 of this document. SMB may also
consider new risks requiring urgent consideration outside of the normal
quarterly reporting cycle at its formal monthly meetings or weekly
informal meetings if the situation demands it.

Managing Risks
Methods appropriate to the nature and scale of the risks should be

employed to control and manage them. Typically these will include one or
a combination of the following methods:
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Terminate | This involves methods such as stopping the activity or
process or divesting of the asset giving rise to the risk.

Treat Implement control measures that reduce the likelihood and
/ or the impact of the risk to acceptable levels.

Transfer Transfer the cost of the risk to a third party e.g. insurance,
contract, outsourcing

Tolerate Accept the risk as it is and do nothing to further mitigate it.

6.5 Risk Escalation Criteria

It is expected that the majority of risks will be managed at Directorate
level. However, all Directorate risks scored at 15 or above (‘Red’ risks),
using the Probability and Impact Grid shown at Appendix B, must be
escalated to PMB for review. PMB will escalate these risks to SMB if they
meet at least one of the following criteria:

1. The means of reducing, mitigating or controlling the risk are
considered inadequate and additional interventions or resources
beyond those available within the individual Directorate are
required;

2. The nature and scale of the risk is such that it cannot be effectively
monitored and managed at Directorate level.

Also risks falling within the amber zone on the Probability and Impact Grid
may, at the discretion of the line Director or Head of Service, be elevated
to PMB for review and potential escalation to SMB if they consider that
they are of a pan-organisational nature and / or there is insufficient
capacity, resources and / or means of treating it at Directorate level with
the consequent potential for it to become ‘intolerable’ (red zone).

SMB will act as the final point of review for potential corporate risks for
inclusion in the Corporate Risk Register which will then be subject to
scrutiny by the Authority’s Overview and Audit Committee.
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Appendix A: Risk Evaluation Framework - Probability

Factor Score Threats - Indicators
Description

Extremely 5 Over 90% chance of | Circumstance that could give rise to the occurrence frequently

Likely occurrence encountered (atleast monthly)

Very Likely 4 70-90% chance of Likely to happen at some point within the next 12 months.
occurrence Circumstances likely to give rise to the occurrence encountered

several times a year

More Likely |3 45-70% chance of Likely to happen at some point within the next 2 years.
occurrence Circumstances likely to give rise to the occurrence encountered
a few times a year

Less Likely 2 20-45% of Only likely to happen within the next 2-5 years. Circumstances
occurrence giving rise to the risk occasionally encountered
Unlikely 1 Up to 20% chance of | Only likely to happen once every 5 or more years
occurrence
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Appendix A: Risk Evaluation Framework - Nature & Impact

Effect on Service |Embarrassment Health & Safety Personal Privacy
IReputation Infringement =
56 | e 2
3|3 £
(18 w (18
5 | Major service Adverse and Death of a member | All personal details over £150k
disruption, across | persistent national of staff or several compromised or
several important media coverage. people. Prosecution | revealed
areas fora Adverse Central under Corporate
protracted period Government Manslaughter and
response. Officers or | Corporate Homicide
g Members forced to Act.2007.
[ resign
5
4 | Significant service | Some adverse Serious injury Many individual between
disruption of an national media interest | sustained by one or | personal details £35k and
important service and/or adverse local more individuals. compromised / £150k.
area for a period of | publicity of a major Prohibition notice revealed
up to 2 weeks and persistent nature |served by HSE that
= closes a premises
=
T
3 |Moderate effecton |Adverse local publicity |Injury, causing loss Some individual between
an important /local opinion aware of working time to an | personal details £16k and
service area fora individual. compromised/ £35k.
short period (a few Investigation by HSE |revealed
days) leads to serving an
improvement notice
= or threat of
3 prosecution
b=
2 | Minor service Contained within a Minor injury or Isolated individual between
disruption in an department or service |discomfort to an personal details £5k and
important area of |area. Complaint from |individual. Failure to | compromised/ £16k
service fora brief | an individual/small report Notifiable revealed
period (hours) group of arguable incident to the HSE
= merit. No press
5 interest
1 Minor service Contained within a Mo injuries Isolated loss of non up to £5k
° disruption in a non | department or service personal data
o critical area of area. No external
a2 service fora brief | complaints or press
()] - -
£ period (hours) interest
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Policy:
Appendix B
BFRS Probability Impact Grid (PIG)
Increasing Likelihood
1 2 3 4 5
Unlikely Less More Very Extremely
Likely Likely Likely Likely
:“-;" 1 Negligible
Q
£ 2 Low
E’ 3 Medium
w
3 a High
g 5 Extreme
L‘-\‘isk Tolerance Line
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Appendix C: Risk Register Template

Risk Description Resp. Consequences if Risk Score Risk Current Treatment R Comments / Further Treatment Proposed
Untreated Risk Occurs (Former) / New Level A
P | 1 3 H/M/L G
Accountable
Director /
Head of
Service
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